s=RATINET.

FortiClient VPN (Android) v5.2.1
Release Notes




FortiClient VPN (Android) v5.2.1 Release Notes
July 14, 2014
04-521-246919-20140714

Copyright© 2014 Fortinet, Inc. All rights reserved. Fortinet®, FortiGate®, FortiCare® and
FortiGuard®, and certain other marks are registered trademarks of Fortinet, Inc., and other
Fortinet names herein may also be registered and/or common law trademarks of Fortinet. All
other product or company names may be trademarks of their respective owners. Performance
and other metrics contained herein were attained in internal lab tests under ideal conditions,
and actual performance and other results may vary. Network variables, different network
environments and other conditions may affect performance results. Nothing herein represents
any binding commitment by Fortinet, and Fortinet disclaims all warranties, whether express or
implied, except to the extent Fortinet enters a binding written contract, signed by Fortinet’s
General Counsel, with a purchaser that expressly warrants that the identified product will
perform according to certain expressly-identified performance metrics and, in such event, only
the specific performance metrics expressly identified in such binding written contract shall be
binding on Fortinet. For absolute clarity, any such warranty will be limited to performance in the
same ideal conditions as in Fortinet’s internal lab tests. Fortinet disclaims in full any covenants,
representations,and guarantees pursuant hereto, whether express or implied. Fortinet reserves
the right to change, modify, transfer, or otherwise revise this publication without notice, and the
most current version of the publication shall be applicable.

Fortinet Document Library docs.fortinet.com
Fortinet Video Library video.fortinet.com
Fortinet Knowledge Base kb.fortinet.com
Customer Service & Support support.fortinet.com
Training Services training.fortinet.com
FortiGuard fortiguard.com

Document Feedback techdocs@fortinet.com


http://docs.fortinet.com
http://video.fortinet.com/
http://kb.fortinet.com
https://support.fortinet.com
http://training.fortinet.com
http://www.fortiguard.com/
mailto:techdocs@fortinet.com?Subject=Technical%20Documentation%20Feedback

Table of Contents

07 T T3 T =0 1o T o 4
INtrodUCtioN.......ciie e 5
ST0] o] oTo] g (=T I o] F=1u (o] ¢ o 41 SSRSRRN 5
Summary of €NhaNCEMENTS ........eiiiiii e e e 5
£5T o= o = | o) £ =Y 6
g T (0] o IRV N AN | S 6
(010 1= To [0 [q) 0] g0 4 = £ o o T, 7
Upgrading from FortiClient VPN V5.2.0 ......cooiiiiiiiiieieiee e 7
Downgrading tO previous VEISIONS ........ccecieiieiiiis e cecerescese e e e e e eeeeaaes e e e e e e eeeanaaaas 7
Product Integration and Support..........cccccmimiiiiimmmmmnnees s ———- 8
Operating SYStEM SUPPOI .....uuei e eaaneanssanssansennsennsnnne 8
o110 S T =T U] o] o o T s A 8
FortiToken Mobile SUPPOIt........ooi et 8
Resolved ISSUES.......oiiiimmmeiiiiiinesesinsinnssssssss s sns s s sns s s s s s s s nmmssssssssnnmsssssssnnnnns 9
KNOWN ISSUES...ciieeeuiiiiinmmessiisinsssssssssinnsssssssssnnnnssssssssnnsssssssssnnnnssssssssnnnsssssssnnns 10

Page 3



Change Log

Date Change Description

2014-07-08 Initial release.

2014-07-14 Minor document update.
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Introduction

This document provides a summary of enhancements, support information, and installation
instruction to upgrade your client to FortiClient VPN (Android) v5.2.1 build 0087. Please review
all sections in this document prior to upgrading.

This document includes the following sections:

e Special Notices

e Upgrade Information

¢ Product Integration and Support
* Resolved Issues

e Known Issues

Supported platforms

Android phone and Android tablet are supported.

Summary of enhancements

The following is a list of enhancements in FortiClient v5.2.1:

e Added support for SSL custom login URL
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Special Notices

Android VPN API

FortiClient relies on the built-in VPN API in Android OS v4.0; if the VPN APl is not present in the
kernel, FortiClient will not function properly.

Page 6


http://www.fortinet.com/

Upgrade Information

Upgrading from FortiClient VPN v5.2.0

FortiClient VPN v5.2.1 officially supports upgrade from v5.2.0 build 0085.

Downgrading to previous versions

FortiClient VPN v5.2.1 does not support downgrading to previous FortiClient VPN versions.
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Product Integration and Support

Operating system support

FortiClient VPN v5.2.1 supports the following Android OS versions:

4.0 Ice Cream Sandwich (API level 14, API level 15)
4.1 Jelly Bean (API level 16)

4.2 Jelly Bean (API level 17)

4.3 Jelly Bean (API level 18)

4.4.3 KitKat (API level 19)

4.4.4 KitKat (API level 19)

FortiOS support

FortiClient VPN v5.2.1 is supported by the following FortiOS versions:

v5.0.5 or later
v5.2.0 or later.

FortiToken Mobile support

FortiClient VPN v5.2.1 is supported by FortiToken Mobile v2.0.3 or later.
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Resolved Issues

The resolved issues tables listed below do not list every bug that has been corrected with
FortiClient VPN v5.2.1 build 0087.

Table 1: Resolved issues

Bug ID Description

0227347 A VPN route cannot be set up in Android v4.4.

0239866 Updated the OpenSSL library to 1.0.1h.

0243473 The SSL custom login page is not configurable in FortiClient VPN (Android).

0245843 FortiClient VPN (Android) cannot be installed on devices running Android
v4.4.x KitKat.
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Known Issues

The known issues table listed below does not list every bug that has been reported with
FortiClient VPN v5.2.1 build 0087.

Table 2: Known issues

Bug ID

Description

0177106

The entered username and password are lost after screen rotation.

0177913

IPsec re-key does not work.

0179092

SSL VPN and IPsec VPN do not work with RADIUS challenge.

0211809

FortiClient VPN will not automatically prompt and register over an IPsec VPN
connection.

0212521

Endpoint registration over IPsec VPN or SSL VPN does not work on cellular
networks.

0217343

The download speed is very slow through the VPN when web filter is enabled.

0218722

There is no endpoint registration pop-up message on IPsec VPN split tunnel
connections.

0221085

IPsec main mode does not work.

0221980

FortiClient VPN will not show FortiToken dialog when the FortiGate
configuration has the user configured in the SSL VPN firewall policy.

0246498

Elliptical curve certificates are not supported.
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